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BBEJIEHUE

ITo uroram 12 mecsimeB 2025 roma Ha TEPPUTOPHH PECILyOIMKH
3aperucTpUpoBano 967 mpecTymeHHi, mpemycMoTpeHHBIX cT. 208 VK,
VYTEHHBIX [0  HAIpaBIeHUIO  JEATEJBHOCTH  «IIPOTHBOJCHCTBUE
KubepIpecTymHOCTHY, 4YTo Ha 284 (41,6%) Oompine MO CpaBHEHHIO
¢ aHAJIOTHYHEIM ItepuonoM 2024 rofa.

JlauHEl (GakT, B TEPBYIO Odepenb, 00YCIIOBIEH POCTOM KOJIHYECTBA
3apErHCTPHPOBAHHEIX BEIMOTATEIbCTB, CBA3AHHEIX C O0JIOKHpOBaHHMEM
MOOHMJIBLHEIX YycTpoiicTB Apple Iox IpelIoroM OKa3aHWS YCTaHOBKU
MOOMIBHEIX WIP W  UPUIOKEHHUM, COBEPIIEHHBIX B  OTHOIICHHH
HECOBEPIICHHOJIECTHUX, C OJHOBPEMEHHBIM CHIDKEHHEM  KOJHMYeCTBa
3aperuCTPUPOBAHHEIX BEIMOTATEILCTB HHEIX BUIOB.

Cremyer KOHCTATHpPOBATH (DaKT, YTO CIIOKHUBINASACS TEHIEHIHI pocTa
PETHUCTPUPYEMBIX KHOEPBBIMOIaTeNbCTB, HA (DOHE MX CHIDKCHIHs B TCYCHHUE
aupapg-urons 2025 roga, cOXpaHuTCs B IepBoM noixyroauu 2026 rona.

CornacHo CTAaTHCTHYECKMM JaHHEIM, TONBKO B sSHBape-(QeBpaje
2026 roma Bo30yxmeHo yxe 191 yromoBHOe IO paccMaTpUBaEMOMR
kaTeropu, uto Ha 151,3% mpeBhllIaeT mokasaTesy IpeablIyInero roaa.

Crermubuka coBepmaeMerx ¢ ucnonszobanueM HKT BriMorarenscT
yKa3EIBaeT Ha He0OXOIMMOCTE IIPOBEAEHHUSI COBMECTHO C HHEIMHU CYyOBeKTaMu
NpoQUIAaKTHKY  HeJieHANPABJICHHOH  pasbsICHUTEJIbLHOH  paboThI
¢ nosemeHueM wuH(OpManmu 00 aKTyambHEIX CIIOCO0aX COBEPLICHHS
BEIMOTaTEIbCTB.

B coorserctBum ¢ myHKTamu 25 u 28 KOMIUIEKCHOro IUIaHa
MEpPOIpPHUSITHY, HAIPaBICHHBIX Ha IPHUHATHE Mep IO MPOTHBOACHUCTBHIO
KUOEPIPECTYIUIEHUSIM, TPOQUIAKTUKE WX COBEPIIEHHS, IIOBBHIIICHUIO
mudpoBoit rpamMoTHOCTH HaceneHud Ha 2026 — 2027 rogsl, yTBEPIKISHHOIO
3aMeCcTHTeIeM ITpempep-MUHHCTPA Pecrry6muku Benmapychb
Kapankesudem B.M., 3aIiaHupOBaHbl MEPONPHATHS MO HHPOPMHUPOBAHHIO
HaceJIeHHs O HOBBIX criocobax COoBepIIeHUs KUOepIpecTyIJIeHHH, a Takke
paspaboTka ¥ paclpoCTPaHEHHE CPENM COLMAJBHO YSI3BUMBIX CJIOEB
HaceleHHsd TEeMAaTHYSCKHX WH(GOPMAallMOHHBIX MAaTepHaioB O (opMax,
MeTOax ¥ crocobax coBepIIeHus KHOepIpecTyIIEHUH.

B o5TOH cCBA3M Haspela aKTyallbHOCTh pa3spaboTKH KOHCIIEKTa
C  aKTyalbHBEIMH  CIoco0aMM  COBEpIIeHHsS  KHOEpBEIMOIATENBCTB,
IV TOCIENYIOIEro HOBENEHMs COTPYAHMKaMH TeppuTopHanbHEIX OB]]
U3JIOXKEHHOM B HeM HHGQOpMAlUK IIPU IPOBENEHHUH INPOQHUIAKTHYSCKHX
MEPOIPUITHH.
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1. BUJAbI KHBEPBBIMOI'ATEJILCTB

Bce mpectymnenms, npexycMmoTpeHHBIe cT. 208 YK, cosepiieHHEIE
C WCIONb30BaHWEM WH(DOPMAIIMOHHO-KOMMYHUKAIIMOHHEIX TEXHOJIOTHH,
MOYKHO Pa3leiauTh Ha TPH OCHOBHBIX BH/IA:

1) cBsa3aHEI ¢ GIOKHpoBaHHEM, MOAU(HKaNUeH HIH YHHYTOKEHHEM
KoMIbOTepHOH mHopmanmu. [Ipy 3ToM B IOAaBIAIOMEM OOIBIIMHCTBE
CllyyaeB OTMedYaeTcs OJOKHpOBaHHe MOOHIBLHBIX YcTpoiicTB Apple
IIOCPEACTBOM BXOZa Ha HUX B IPENOCTaBICHHYIO 3JI0YMBIIICHHUKAMHU
non OmaroBMAHBEIMM  IIpeUIoTaMHd  Y4YETHYIO  3alllCh iCloud,
YTO B IIOCJIENYIOMEM II03BOJISIET YJAJICHHO BKIIOUUTH «PEXUM YTEPH»
(TeM caMBIM 3a0J0KHPOBATh YCTPOHCTBO) MO0 CTepeTh JaHHEIE.

CremyeT OTMETHUTB, 9TO paHee O0JbIas YacTh IpedyIoroB 3aKiIroYalach
B OHJIAH-3HAKOMCTBE ITOTEPIIEBIIAX C MOIISHHHUKOM, IPECTABIISAIOIIMMCS
JIUIOM TIPOTHBOIIOJIIOKHOIO I0JIa, y KOTOPOro ciioMaics TeledoH U eMy
HeoOXOQUMO OKa3aTh MOMOINb B 3arpy3ke Kakux-iubo ¢ailnos
n3 oGaynoro xpanmwanma iCloud.

B macrosmIuit MOMEHT BEKTOP CMECTUIICS Ha peKiaMy OecIIaTHBIX UI'p
Win npuioskennii B commansHoi cetw TikTok, Mg ycTaHOBKH KOTOPBIX
HeoOXOMUMO 3aliTi B IIPeJOCTABICHHBI MOIIEHHHKOM akkayHT Apple.
[ToTepmeBmMMMH B TaKWX CIydYasx BBICTYNAIOT ITOAPOCTKH, SBILIIOLIHEC
aKTHBHEIMM IIOJIb30BaTe/SIMU YKa3aHHON COLMANLHON ceTH, — Hamboree
ysI3BAMas KaTerOpysl TPadKIaH. :

Tarke ocraeTcs aKTyaIpHBIM IpeNior O TPYAOyCTpolicTBe,
UL 9Yero B3JIOYMBIIUIEHHWKH TPENOCTaBIAIOT COMCKATeN0 Ul BXOZAd
SKOOBI KOPIIOPaTUBHEIH akkayHT Apple.

Kpome »TOro, psin MNpecTyIUIeHHM [TaHHOTO BHAA BEIMOIATENIECTB
CBs3aHbl ¢ muGpoBarmem ¢alioBOl cHcTeMBbl Ha cepBepax
npeXHpUsTHH,

2) CBSI3aHEI C Yrpo30il pacmpocTpaHeHHs JAUYHOH HHQOpManmuu
MOTepHeBIINX JM00 HHBIX CBeleHHH, KOTOpPble MOCIeNHHE KeJaaH
COXPAHHTH B TaiiHe, IpeHMyIIecTBeHHO — (doTorpaduii ¥ BHAco3amUCeE
HHTUMHOTO XapakTepa, a TakKe WHBIe JIMYHEIE CBENEHHs, KOTOpEIe
B OOJBIIMHCTBE CIy4YaeB IIOTEPIEBIIME CAMOCTOSTENBHO MEPEChIaIN
3JIOYMEIIIIEHHUAKAM, II0JIarasi, YTo OOIIaroTes ¢ MOTeHIIUAILHEIM TTapTHEPOM
IUTsI 3HAKOMCTBA IIPOTHUBOIIOJIOKHOTO I10J1a;

3) cBsI3aHEl ¢ Yrpo3oil MpUMEHeHHs HACHJIHS., B IaHHBIX Clydasx
yrpo3a IOCTyIala MOCIE TOTO, KaK IOTEPIEBINNE MBITATMCH T03BOHUTHCS
(b0 Bemu mepemnwrcKy) Mo aOOHEHTCKMM HOMEpaM, YKa3aHHBEIM B aHKeTax
JeByIIeK, pa3sMelleHHbIX Ha WHTEPHET-pPecypcax Mo OKa3aHUI0 CeKCYalbHBIX

YCIIYT.
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2. BBIMOTATEJBCTBA, CONPSIKEHHBIE C BJIOKUPOBAHUEM
MOBHJIBLHBIX YCTPOMCTB APPLE

Ilpexxae Beero cleMyeT OTMETHTB, YTO MEXaHH3M GIOKHPOBAHIS
MOOCHIIBHEIX yCTPOHCTB Apple NOTepIeBIIMX peammsyeTcs He IyTeM
B3NIoMa omnepanuoHHod cucreMbl 10S (iPadOS, macOS, watchOS —
B 33BHCHMOCTH OT YCTPOWCTB), a IOCPEICTBOM METOLOB COLMAIBHOMN
MHXEHEPHH C MCIIOIb30BaHUEM [OBEPUMUBOCTH IPAXKIAH.

Ipumeuanue: ¢ danvhetiuiem Ona NOHAMHOCIU 6 KAYECmee YCmpoTicmea
bydem eoeopums o mobumvHom menepone iPhone. Ho Oannas cxema
axmyansra 015 mobozo ycmpoticmea Apple: Mac Book, iPad u dp.

Tak, 3MOyMBIMINEHHWKAMH  [OX  pasiMYHEIMA  OJIATOBHIHBIM
IPEIOraMK BEIHY)KIAIOT COOeCelHMKa BEINTH M3 CBOEro akkayHra Apple
(iCloud) m Bo#itm ma iPhone B MOIUGHHWYECKHil aKKAyHT, i1 Yero
IIPENOCTABILIIOT JIOTUH (&IpEC 3IEKTPOHHOTO IIOYTOBOTO SIUKA) U IApOb.
C sTOro MoMeHTa MOGHIIBHEIA TesleOH KEPTBEI «B PYyKaxX» BEIMOTATEIISL.
OH W3MeHseT Mapoik OT yYeTHOH 3aIlMCH, 3HAHHE KOTOPOTO Tpebyercs
AJI1 BEIXOZA M3 HEe, IOCNIe Yero yAaJeHHO depe3 obnavneli cepsuc iCloud
akTuBUpyeT ¢ynkimro «Hadita iPhone», mepesoms Ttakum o6pasom
YCTPOUCTBO B PeXKUM IIPOIIAXKH, U IIOTHOCTEIO GJIOKHPYET ero.

Hanee moTepmeBIIeMy IPHUXONUT cooOmeHue (MM60 BEIBOIUTCH
Ha 3a0/IOKMPOBAaHHOM D5KpaHe), 4TO TejedOH 3a6IOKHPOBaH, 4 IS ero
pasOIOKHPOBKA  HEOOXOAMMO 3allIaTHTh JEHBIH. TaKke 3a9acTyro
IIPEIOCTABIACTCS KOHTAKT B Telegram mura, cmocoGHOTO pPEIUTH STOT
BONIPOC (KaK MpPaBHIO, 3TO M €CTh 3JIOYMEINUIEHHUK, 3a07I0KHpOBABIIHit
Teeon). XapakTepHo, 9TO Jaske IIPH BEINOJIHEHHH TPeOOBAHHUS BEIMOTATEIS .
pasOIOKHpOBKa yCTpoMcTBa B IOA@BILIIOMEM OONBIIMHCTBE CIIydYaeB
He OCYyIIECTBJISETC.

CymecTByeT HECKONBEKO OCHOBHBIX IPEIOrOB, BBHIHYKIAMOLIHAX
IOTEPNEBIINX BOUTH Ha CBOMX YCTPOICTBAX B MOINEHHWYECKHI aKKayHT
Apple.

ITpenmor 1. Pexnmama GecHUIaTHBIX HMIP M OPHJIOKEHHI
B CONHMAJILHBIX CeTSIX H MeCCeHIKepax.

3II0yMBIIIIEHHAKY OCYIIECTRISIOT pa3MeleHre peKIaMbl (Jalle Beero
Buneopomik B TikTok mm6o B Telegram), B KOTOpoii yKassBaeTcs
GecruiaTHEIH criocob ckadats Ha iPhone To wmwm nHOE mpuIox)enue (AyuGram,
Telegram Premium, mo3Bomnsrolue YUTaTh yAaJIEHHEIE COOBIIEHNS, 3a61paTh
«3BE3JBI», CKPHIBATh CTAaTyC «OHMalH u T.1.), urpy («PUBG Mobiley,
«Standoff 2» u 1p.) 60 MO, IOIYYUTE Ha CBOY 6anaHC UTPOBYIO BANIOTY.
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JI1st yCTaHOBKY NaHHBIX IIPEIUIOKEHUH 3M0yMBIIIICHHUKY IpeiararT
’KepTBe BONTH Ha TenedoHe B IpelocTaBiIeHHEH My akkayHT Apple (iCloud).
[ToTepreBIIIMU B TaKUX CIy4asX BBICTYHAIOT MOIPOCTKY, SBILIOLIAECS
aKTUBHEIMH IOJB30BATENSIMUA COLMANBHEIX CeTel, — Haubonee ys3BUMAs
KaTEeropusi rpaxIas.

penor 2. «Cnomancs tenedpon». Oxaszanue nomomn ¢ daiiaamu
n3 obaunoro xpanuauma iCloud.

B manHOM citydae mepBoHAYa bHAS KOMMYHHKAIMS 37I0YMBIIUIEHHIKA
¥ JKePTBEl IIPOMCXOAUT B TIPHUIOKEHUSX THMOO caiitax I 3HAKOMCTB
(Mamba, Masked.love, Twinby, Mailru u pp.) mbo Telegram-gaTtax
(«JIeornapno JafiBUHUUK» U Op.), TJIe MOLIEHHUK BEICTyNaeT B Ka4eCTBE NI,
IPOTHUBOIIOJIOKHOTO I10JIa, JKENAIOINero IO3HAKOMHTBCS. 3aTeM «HOBBIH
3HAKOMBI» IIepeBOAUT OOINEeHNe B MECCEeHIKep, THe TMOJ Pa3In4yHbIMU
npeayioraMu (HampuMep, ciaoMaicsl TeleQoH M HeoOXOOUMO OYEHb CPOYHO
CKa4daTh KaKkue-Tu00 Qaliibl: KypcoBYIO MIIM Ba)KHEBIE JOKYMEHTHI) BEIHYKIaeT
IIOTEPIIEBIIIEr0 3aiTH B 4UyXkylo y4eTHyro 3ammcb Apple Ha cBoem iPhone.
I[Ipu stoM s Oosblmero yOemWTENBHOCTH IIPUCEHIIAET  3apaHee
3aroTOBJICHHEIe (oTorpaduu pazburoro TermedoHa, TOIOCOBEIE COOOILIECHUS
¥ BUJICO3aIIHCH.

[TomyuwB corjiacue, 3JIOYMBINUIEHHUK BBICEUIAET JIOTMH U IApoIb,
a IocJIe BXO/ia IOTEPIIEBIINM B YUSTHYIO 3aIliiCh MEHSET I1apojb U BKIIFOYAET
PEXUM ITPOTIAXKH.

IIpemiior 3. TpynoycrpoiicTBo.

3MOYMBIIICHHHK OCYIIECTBIISIET pa3sMEINeHHE peKiIaMbl B CETH
WHTEepHET O TMOWCK COTPYIHMKa Ha BAaKaHCHIO, KaK IPaBUJIO CBI3AHHYIO
C TeCTHpOBaHHEM MOOMIBHBIX IpuiiokeHui ms ycrpoiictB Apple. Ilocie
YIAYHOTO IIPOXOXIEHUSI cOOeceJOBaHMA) XKEePTBe IPENOCTaBIAETCS JIOTUH
W Tapojib U1 BXOAa B SKOOBI KOPIIOPATHUBHEIN akkayHT Apple, KOTOpHIH
NOJDKEH WCIIONB30BaThcs Ui paboTel nub0 3arpy3ku HeoOXOAMMBIX
NIPUIIOKEHUH. | ‘

ITocne Bxoma coumckaTens Ha cBoeM iPhone B ImpemocTaBieHHYIO
y4eTHYI0 3amuch Apple OH OkaspIBaeTCAd B JIOBYIIKE. 3aTe€M IIPOUCXOISAT
COOBITHSI, AaHAJIOTHYHBIE OIMCAHHEIM BBILIE.

IIpenaor 4. Ilepexon no ¢GHUINHHIOBOMH CCHLIKE.

B HEKOTOpBEIX CcIOy4dasX «HUHTEPHET-3HAKOMEIM» BMECTO YOEKIeHHS
XKEPTBEI BOMTH Ha CBOeM Ha TeiieoHEe B MOIISHHUYECKHH akkayHT Apple,
MOXeT COpOCHTH CCBUIKY IS CKauWBaHUs NPHUIOKEHHs, JIMOO BXozda
B obnaunoe xpanmmume iCloud, rme OymeT IpemyioXXeHO BBECTH JIOTHH
H Iapoibk OT ydeTHOH 3ammcu Apple yxe €O CTOPOHEI IIOTEPIIEBIIETO.
Hannas cceuika OyIeT SBIATHCS QUIMMHTOBOHM (momumenibHOM). Bsens
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ABTOPH3allUOHHBIE NAHHBIE CBOEW YYETHOM 3alllCH, OHU Cpasy K€ CTaHyT
W3BECTHEl BBIMOrareiro. Ilocie cMeHBI mMapoiid IOCHEAHHM HE TOJIBKO
3a0JI0KHPYET YCTPOMCTBO XKEPTBEL, & TAKKe IIOJYYHT JOCTYI K ero JUYHBIM
HaHHBIM (poTtorpadum, haiisl, 3aMeTKH, TeONO3HIMS, [TOYUTA U Jp.), KOTOpPEIe
CHHXPOHU3HPOBAHKI B 00Ia9HOM XpaHHIHIIE.

BAKHO!

PaGOTHHUKM  CEpBHCHBIX  ILI€HTPOB HE  OKas3blBAIOT  YCIYIH
II0 BOCCTAHOBJIEHHIO YCTpoHcTB Apple mmbo yuermeix sammcedt iCloud,
3a0JIOKAPOBAHHEIX MOINEHHHKaMH. Pas0IOKHpOBaTh Takoe yCTPOHCTBO
BO3MOXKHO TOJIBKO IIyTeM oOpameHus B CIyx Oy TEXHHYECKON MOIIEePIKKH
KOMIIaHKHH Apple, IPUI0XKUB TOKYMEHTHI, TIOATBEPKAAIOIINE 3aKOHHOCTE €T0
IpUOOpETEHHS.

JIna 3TOro NOTepHeBINHH JODKEH OOpATUTHCS B CIYXOy IONIEpKKH
Apple mocpemcteom cepuca Request Activation Lock Support
[ https://al-support.apple.com/#/al/agreement | u npenocTaByTh:

IMEI yctpoticTra;

JOKa3aTebCTBA IIOKYIIKM YCTpohcTBa (4Wek, kopobka ¢ IMEI,
rapaHTUHHEIHA TaJIo0H);

JOKa3aTelIbCTBA €ro («JIETalbHOrO» HCIIOIb30BAHKS IIOTEPIIEBIINM
(yuetHas 3ammch Apple TIOTepleBIIero, INpUBA3aHHBIE OAHKOBCKUE
IJTATEXKHEIE KAPTOYKH, Tele(OHHEIE HOMepa ¥ [IOUTOBEIE SIUKH);

00CTOATENbCTBA  NPOTHBOIPABHOIO  BXoma  (IIyTeM  BBEICHUS
B 3a6my>x1eHre) B MormeHHrueckuit Apple ID.

Ilpomecc BOCCTaHOBIEHMS uepe3 CIOyKOy IONNEPKKH 3aHHMAET
OT HECKOJBbKMX MJHEH IO HEHNeNH, NPH 3TOM YCTPOMCTBO MOKET OBITH
cOpOIIEHO 0 3aBOJICKUX HACTPOeK (BCe NaHHEIE yIAIATC).

3anomuanTe! Hactpoiixu iPhone e pis urp!

° HUKOIIa M He IIOJ KaKuM IIPEIJIOTOM HE BXOJHIE Ha CBOEM
MOOHJIBHOM YCTPOHCTBE B HyXXYIO YUETHYIO 3amuch Apple, Haxe eciid Bac
00 9TOM IPOCHT APYT U TeM Gollee — He3HAKOMEIM YelloBeK U3 HHTePHeTa,

° HUKOMY He coobIIajiTe Ballli JIOTHH ¥ IApOJb OT akkayHTa Apple;

. HE IEePEeXOAWTEe II0 HEM3BECTHEIM CCBUIKAM, IEepEeCIaHHBIM BaM
HE3HAKOMBIM YeJIOBEKOM; HE BBOAMTE Ha IIOCTOPOHHUX CaiiTax CBOM JIOTMH
H mapoiib oT akkayHra Apple iCloud.

CoBeT pONUTeNsIM, YbH JETH HCHONB3VIOT MOOMIBHEIE VCTPOWCTBA
Apple. Jlng Toro, 4ToOHl Ball peGeHOK HE CMOI OCYINECTBUTH BBOJ JIOTHHA
U IIapoJjId IMPEeIOCTABICHHBIX 3JI0YMBIILICHHUKOM, MOCTATOYHO YCTAHOBHTH
POIUTENECKUE KOHTPONI. OH HHMKaK HE OrpaHWYMBAET HeiCTBHSA pebeHKa
B (QyHKIMOHANe MOGHIBHOIO yCTPONCTBA, a TOJBKO 3alpeliaeT BEIATH W3
yderHo# 3amucu Apple, a Takke BOCIIONBE30BATECS IIATEXKHBIMI CPEICTBAMIL
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3. BbIMOT'ATEJIBCTBA, CBA3AHBIE C NN PPOBAHUEM
GAMIOBOM CUCTEMBI HA CEPBEPAX ITPEIITPUATIANA

Moiennugeckass cxeMa mudpoaHus (aiinoB Ha  cepBepax
IPEANPHUATHH, M3BECTHAs KaK aTaka C WCIOJB30BAHUEM IIPOTPaMM-
BEIMOraresiell (IM(poBalbIIUKOB), SBIETCA ONHOW M3 Hanboyiee OMACHBIX
kubepyrpo3 mis OmsHeca. 3IOYMBIIUICHHWKW IIPOHHKAIOT B CETh, YTOOHBI
3alIupoBaTh KPUTHUECKM BaXKHBIE NAaHHBIE W ITOTPebOBATH BEIKYI 3a UX
BOCCTaHOBJIEHUE.

KAK ITPOUCXOJIUT ATAKA?

CoBpeMeHHEIe aTaky MHA(POBATBINUKOB — 3TO HE ABTOMATHYCCKHM
BHPYC, @ XOpOIIO CIUIAaHWPOBAaHHAS OIepalys, yIpaBjsieMas JHOIbMH.
Ee MOo)xHO pa3enuTh Ha HECKOIBKO 3TAIlOB:

1. IposuxBoBenrne B ceTh. HauanbHEIN MOCTYI 3JIOYMEIIIEHHUKH
[OJYYaloT pa3IudHBIMA CIIOCOOaMH:

o(QUINKHT: MaccOBbIe WM IIeJIeBble PACCHUIKHA ITHCEM COTDYIHUKAM.
Hampumep,  NHCBMO  MOXET  MacKHUpOBAaThCS  IOJ]  HAKJIAJHYIO
ot «1C:IIpenmpusTre ¢ BIOKEHHBIM apXHBOM, BHYTPH KOTOPOTO HAXOIUTCH
BpPEJOHOCHBIHN (haili;

oaTaKa Ha YIANEHHBIN JOCTYII: B3JIOM CJIa003alINIIeHHEIX TOUEK BXO/Ia,
Takux kak RDP  (upotoxon — ypajmeHHoOro — pabodero  CTroja),
VPN wmnu cepBeps! ¢ YI3BUMOCTSIMH .

oHCIIONb30BaHMe  JIeTUTUMHOro  II0:  37mOyMBINUIEHHUKM  MOTYT
IPUMEHATE JIETaIbHEIE MIPOrpaMMEl Il MOHUTOpHHTA (Hampumep, Mipko
Employee Monitor), 9TOOHBI 0CTaBaThCs HEe3aMEUeHHBIMH
U H3y4aTh aKTUBHOCTH COTPYIHUKOB, II€pEXBATLIBATH HAXKATHS KJIABHII U
6ydep obmeHa .

2. 3axkpennedne HW pasBeaka. [lomaB BHYTPH, 3JIO0YMBIIUICHHUKH
HE HaYMHAIOT U (poBanue cpa3y. OHM U3yYarOT CeTh, UILYT LIEHHEIE JaHHELE,
TIOBBIIIAIOT CBOM IIPUBWIIETHH, MOJIyYaloT JOCTYI K KOHTpPOJUIEpaM JOMEHa
U, YTO CaMmoe BayKHOE, HAXONAT M CTapalOTCs BEIBECTH U3 CTPOSI pe3epBHEIE
KOIIMHU. DTOT 3Tall MOXKET HITUTHCS HeIeISIMH.

3.IlogroroBka Kk  ¢uHaALHOW arTake. Ilepen  3amyckom
IMH(QPOBAIBIINKA IPECTYITHUKN YacTO KpaayT KOHMDUIEHIMAaNEHEIE JaHHELE,
ITO [eNlaeTcs U ABOMHOTrO IMaHTa)ka: OHU YIPOXKAIOT HE TOJLKO HaBCErua
3a0710kupoBatk Gainel, HO U OIyONMKOBATH YKPAIEHHYIO HH(OPMALMIO
B HHTEPHETE .

4. 3amyck mudpoBanus. B HasHaYEHHbIN MOMEHT Ha BCEX KITFOUEBBIX

cepBepax ¥ pabouux CTaHLMAX 3aIlyCKaeTcs BpeJOHOCHas mporpamma. OHa
Ha4yWHAaeT MaccoBo mudposars gokymentsl (Office, PDF, 6a3bl maHHBIX,
HCXOIHBIA KO U T.1.), 9aCTO II€PeUMEHOBEIBAS UX M OCTABIISAA B KAXKIOM arike
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daiin ¢ tpeboBamumem BeIKyma. COBpeMEHHEIE IMHGPOBATBIINKE TaKKe
YHUITOXAIOT TEHEBEIE KOmHHM TOMOB (VSS) m oTkmowaroT cpencra
BOCCTAHOBJICHWS CHCTEMEL, YTOOB! ¥ JKEPTBEl HE OCTANOCH MPOCTHIX ITyTeil
OTKAaTA.

KAK SAIIMATUTHCSA OT HIUAD®POBAJIBITUKOB?

3amuTa HO/KHA OBITh MHOTOYPOBHEBOM M CTPOUTHCS HA IIPHHLIAIE
«OOBepsIH, HO IIPOBEPsii», a TaK)Ke Ha TOTOBHOCTH K TOMY, UTO aTAKA MOYKET
IIPOM30HUTH B JIFOOOH MOMEHT. '

Texuuueckme MephI 3aMATHI HHPPACTPYKTYPHI.

o Henpukacaemble pesepBHEIE Konuu (mpaBmio 3-2-1). DTo camblit
TNIABHEIH IIYHKT. Y Bac NOMMKHO OBITH KaK MUHHMYM TPH KONHK IaHHEIX,
Ha J(BYX Pa3HBIX HOCHTEILIX, U OJHA KOIHs 00A3aTENBHO HOJDKHA XPaHUTECA
BHE OCHOBHOM uHQpacTpykTyprl (oduiaife), 9TOGE 310YMBIIICHHUKH
HE MO N0 Hee JoOparbcst . B O6MAuYHEIX Cpelax CTOMT HCIIONb30BATH
HeusMeHdAeMble (immutable) pesepBHBIC KOIHM, KOTOPEIE HENB3S H3MEHUTE
WA yIATATD NaKe IPH KOMIPOMETAIMH yIeTHOM 3aIlliCH aIMAHUCTPATOpA.

o [IpHHIMT MUHMMATHHEIX OPUBHIETUH. Y COTPYIHHUKOB NOJKEH OBITH
JOCTYIl POBHO K TeM [AaHHEIM, KOTOpHE HEOGXOMMMEl JUI paboThl, H
He OonbIme. AIMUHACTPATHBHEIE YIETHEIS 3aIHCH JOJDKHEL HCIIOJb30BAThCS
TOJIBKO JIJIs1 BEIIIOTHEHUS KOHKPETHEIX 3aad.

« Muorodakropras ayrentudukarmsa (MFA). O6s3aTensH0 BKIIOYNTE
MFA Besze, rie 3T0 BO3MOXHO: IUIS JocTtyna K rmoure, VPN, oGiauseiM
CEpBHCAM H, KOHEUHO, K KOHCOJISAM aIMAHUCTPUPOBAHKS CEPBEPOB.

o Cerventauus certd. KpuTwdeckn BaxHEle cepBepsl ((haiiioBsie,
PE3ePBHOTO KOMMPOBaHMs, 6a3bl NaHHBIX) JOJUKHE HAXOIUTECS B OTHEIBHEIX
BUPTyanbHEIX ceTsix (VLAN) ¢ xKecTKiMU IpaBHiaMu JOCTYIa. DTO He JacT
aTaKe ¢ 3apakeHHOr0 KOMIIBbIOTEpa Oyxranrepa GBICTPO MEPEKUHYTHCA Ha BCE
XPaHUJIHITIA.

o OGuosnenwe [0 u monuTHKy 3amycka. CBOeBpeMEHHO YCTaHABIUBAIITE
oOHOBIICHUs Oe3omacHOCTH. Mcrmonesyiite 6emble CITHCKH IPHIIOKEHMI
(AppLocker, WDAC), 4ro6Bl 3ampeTHTh 3aIlyCK HENOANHCAHHEIX KK
HEPa3spEMICHHbIX [IPOTPaMM, BKIIF0OYasl HEUM3BECTHEIE MTU(DPOBANIBIIUAKH .

YTO HE HANO JEJATH PABOTHUKAM ITPEITPHSATHIL?
PABWJIA IH®POBOM I'ITMEHBL.

Camas coBeplUeHHas 3alllUTa MOXKET PYXHYTb H3-3a OJHOH OUIHOKH
coTpymHuKa. [103ToMy IepcoHay KaTeropuuecky Hellp3s:

1. IepexXoouTh 110 IIOJO3PHUTCIIEHEIM CCBIJIKAM H OTKPEIBATH BIIOJKECHHUA
B IIHCEMAax OT HE3HAKOMIIEB, HaX€ €CIIM OHH BEBIIVISIOAT Kak JOKYMEHTEI
oT KOHTpaFeHTOB HIn TOCOPraHoOB,
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2. ucroib30Bath ciaabrle maponu (tuma "password123", "Qwerty" wim
"1C") u 3anMCHIBaTh UX Ha CTHKEpaX, IPUKIECHHEIX K MOHUTOPY;

3. mojKIroYaTh K pabouuMM KOMIBIOTEpaM JIMYHBIE WM HaiileHHEIC
USB-nakomuTe s, KOTOPEIe MOTYT OBITE 3apaskKeHE!;

4. UrHOpPWPOBAaThE HEOOBIYHOE IOBEINCHWE KOMIIbIoTepa (pe3Koe
3aMe/IICHUe, HEBO3MOXXHOCTE OTKPHITE (Daiiiibl, TIOSBIICHHE CTPAaHHBIX (DaifiioB
¢ TpeGoBaHUEM BBIKYINIa). B Takol cuTyalluy Hy»HO HEMEIJIEHHO OTKIIIOUUTE
KOMITBEOTEP OT CETH U cooOmmuTh B IT-oTHem;

5. mepenaBaTh JIOTMHEI MW IIapOJIM KoJuleraM II0 TeneoHy WK
B MECCEeHKepax.

YTO JAEJATH, ECJIH ®AMJIBI YKE 3AINIA®POBAHBI?

Ecnu Gena Bee-Taky CIIyYW/Iach, MIaBHOE IIPaBHIIO — HE NaHHKOBATh
¥ HE IUTaTUTh BRIKYIL. IliaTesk He rapaHTHpPYeT BO3BPAT AAHHBIX H JINIIb
GHHAHCHPYET Ja/ibHellliHe aTAKA HPeCTYTHUKOB,

ITnan neficTBUM HOJDKEH BHITISAETE CIEIYIOMUM 00pasoM.

1. MsonupoBath 3apa)XCHHBIE CHCTEMEL. HeMemIeHHO OTKIIOYNTe
3apaKCHHbIE KOMIBIOTEPEl U CepBephl OT ceTd ((QHU3WUYECKW BEIIEPHUTE
ceTeBO kabenb). 3TO MOXKET OCTAHOBUTH PACIpPOCTpaHCHHE IHGPOBAHUS
Ha [Ipyrue yeTpouCcTBa.

2. Coobummts 0 mpobneme. HemenneHHO yBEHOMHTE pPYKOBOICTBO
U oTzen uHpopMarmonHo# 6e3onacHocTy. Ecny B KOMIIAHUY €CTh PErJIaMEeHT
II0 pearvpoBaHUIO Ha MHLIUACHTEL, CIEAyUTE eMy.

3.0menuts  ymiep0 W HayaTh  BOCCTAHOBIEHHWe. Bwmecte
CO CIIeNMaIMCTaMU OIIpeIeInTe, KaKie CUCTEMEBI 3aTpoHyTH. Ecim y Bac ecTh
YHCTHIE, HE 3aTPOHYTHIE aTaKOW pe3epBHBIE KOIINY, MOXKXHO HAa9UHATH IIPOIIEcC
BOCCTaHOBJIEHUs. {715 3TOro moTpedyeTcsl MOJHOCTRI0 TepeycTanoBuTs OC
Ha 3apa’>XCHHBIX Malll¥HaX U TOJIBKO IIOCJIC 3TOI'0 BOCCTaHaBIMBaTh JaHHBIC.

4. OGpaTUThCI B MINIMIMIO. DTO HE NIPOCTO PEKOMEHIAINS, a BaKHBIH
Iar Ui orIuaNIbHON (QUKCauy MpecTyIieHns. [IpencTaBuTens KOMIaHUN
(PyKOBOIWTENh WM OTBETCTBEHHEIM 3a HHGDOPMAIHOHHYIO Oe30IaCHOCTD)
JNOJDKEeH HamnucaTh 3asBleHHe. HeoOXommMo IMpemocTaBuTh Jro0bIe
MaTepyaibl, KOTOpPBIE MOIYT IIOMOYb DAacClIeOBAaHUIO: IIEPEIIHCKY
¢ BBRIMOraremsMu (ecnu oHa Obuia), I[P-agpeca, 0Opasnel 3ammdpoBaHHEIX
(aiinos (ny1 mocieyromel nepenade skcrepram) u Haiios ¢ TpeGoBaHUSIML.

CIHEAYET NOMHHUTD: araku mudpoBaJbIIAKOB — 3TO BOIPOC
HE «ecim», a «korgay». IlosroMy kimrod K MHPOPMAIIMOHHOM 6e30MacHOCTH
NPEATPHUITHS — HaJIEXKHEIE H30JIMPOBaHHEIe O3KaIlbl, 00y4eHHbIe COTPYAHUKU
1 OTpaboTaHHEIN INIaH AeHCTBUY Ha CiIydall MHIHICHTA.
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4. BBIMOTATEJBCTBA, CBSI3AHHBIE C YI'PO30M
PACIIPOCTPAHEHMA JIMUHON MHO®OPMAIINHA
HNOTEPIEBIINX JIMBO WHBIX CBEJIEHNH, KOTOPLIE
TIOCJIETHUE KEJIAJIM COXPAHUTEH B TAITHE

[Ipy [aHHOM BHAE BEIMOTATENBCTB B IOJABJIAIONIEM OOJBIIHHCTBE
cllydaeB OOBEKTOM MNPECTYIUICHUs SBIAIOTCA (QoTorpaQuu ¥ BHUACO3ANUCH
MHTAMHOIO XapakTepa MOTEpIIEBINero, IEpENrcka Ha CEeKCYaIbHYIo TeMy
60 ¥Has KOMIIPOMETHpYIoIias HHGOopManys.

IlepBoHauagbHass KOMMYHUKAIWs 3JIOYMBIIUIEHHAKA H  JKEPTBBI
IPOWCXOAUT B IPHIOXKEHHAX IMOO cadrax Iyl 3HAKOMCTB (Mamba,
Masked.love, Twinby, Mail.ru u mp.) mi6o Telegram-gatax («Jleonapmo
JaiBUHYMK» W nOp.), TAE MOIIGHHUK BHICTYIAeT B KadecTBe JIUIIA,
IIPOTHMBOIIOIOKHOIO TOJIa, JKEJAIONIer0 MO3HAKOMHUThCA. 3aTeM OOUIeHHe
IOBOJEHO GEICTPO MPUOOPETAET CeKCYaTbHBIH MOATEKCT. « HOBBIM 3HAKOMBIN)
npengaraeT  oOMeHAThCS HHTHMHBIME  Qortorpapusmu. Ilpuw  sTOM
I GOINBIIEro yOEeNUTENBHOCTH IPUCHUIAET 3apaHee 3arOTOBIECHHEIE KOOI
ceou (ororpadvu 160 BALEO B 0OHAXKEHHOM BUIE.

B ciydae, ecmu JkepTBa «IOBENACH» HA [aHHOE IIPEAJIOXKECHHUE
u cOpocwia CBOM WHTHMHBIE (GoTorpadyy WK BHIEO, 3JOYMBILIICHHUK UX
coxpaHseT. IIpy 5TOM OTIpaBleHHME CaMOYHHYTOXKAFOUIMXCA COOOLICHHH
He TIOMOXET, Tak Kak 5KpaH Bcerga MOXKHO choTorpadupoBars APYTUM
yerpolictBoM. OINHOBPEMEHHO C 9THM BEIMOTATeNb COOMpPAaeT MH(OPMAIIHIO
0 JXepTBe B ceTH VIHTepHET: HAXOAWUT CTPAHHULEl B COLMANBHBIX CETsX,
aHAIM3MPYET MAHHBIE W3 OTKPHITEIX HCTOYHMKOB, Y3HAeT Kpyr mIpy3ed
U POICTBEHHHKOB, MECTO paboTHL. 3aTeM 3IIOYMBIIUICHHHK COOOIIAET,
YTO pACIpOCTPAHHT HMEIOIIHecs Yy HEero HHTHMHBE (oTorpapuu
TIOTEPIIEBIIErO CPEMH ero Apysel M 3HAKOMEIX JIMOO BEIOXKHUT B OTKDPBITHIA
TOCTYII, ECJIA €My He 3aIlTaTaTh 32 X HePacIpOCTPaHEHHE.

Ecnu e B XOJe HMHTEPHET-TIEPENKCKM BEIMOTrATEN0 HE YHalIoCh
IOJIyYUTh HHTUMHEIE H300pa)EHMs >XEPTBEL, OH MOXET H3TOTOBHUTH HUX
¢ IIOMONIBIO pAa3NHYHEIX (OTOPENaKTOPOB, HCHONE3ysA (ororpaduu
cobeceqHuKa W3 €ro COUMAJBHBEIX ceTeil. TakKe 3JI0YMBIIIJICHHHK MOXET
YIpOXKATh OTJIACKOW COCTOSIBIIEHCS IEPeNMCKH Ha CEeKCyalbHbIe TEMEL,
IOTIOJHUTENIEHO COOOIIUB, YTO SIBISETCS HECOBEPIICHHONETHHM, TaKUM
obpa3oM HameKas O BO3MOXKHOCTH IIPHMBJIEYESHH: JKEPTBEI 32 «COBpAIICHUE
MaJIOJIETHETOY.

B HEKOTOPHIX CIIy4asX «HHTEPHET-3HAKOMBIM» MOXET COpPOCHUTE
(QHUIIMHTOBYIO CCBUTKY, HampuMmep, I8 NpocMoTpa (oTto B 06Ia4HOM
XpaHwimine U060 ero BUJIEO Ha pasIM4YHBIX CTPHMUHIOBEIX CEpBHCAEX.
Ilepelifis 10 CCBUTKE U BB CBOU AaHHBIE (Kak IpaBHyo, abOHEHTCKUN HOMEp
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¥ TIOMYYEHHBIX KOZ-TIOATBEPXKIEHUE) 3JII0YMBIIUICHHUK IOMYy4YaeT [OCTYII
K MECCEHIKEpPY JKEPTBBI M €ro COIHAIBHBIM ceTsiM. B Takom ciyuae
BBIMOTATeNb IIOMy4aeT MOOCTYH KO BCEM KOHTAaKTaM M IIepenucKaM
IIOTEPIIEBIIErO, & IPYU HATUYNH B HUX HHTUMHBIX (DOTO UM BUEO (HaIPUMED,
IpH OOMEHWH C [PYTMMH [AEBYIIKaMH) JHOO0 HHOM KOMIIPOMETHpYIOIIEi
uH(GOpPMALNH, HCIOIB3YET €€ IO BHIIIEONHCAaHHOMY IpHHIHITY. B manHOM
cllydae CUTyalluss ycyryOJsisseTcs TeM, 4YTO 3JIOYMBIIUICHHHK BHIUT BCe
peaJbHbIe KOHTaKTHI JKEPTBBI, & TaKKe MOXET MCII0Jb30BaTh €€ JINYHEIE
YUETHBIE 3aIIMCH TSI COBEPIICHUSI HHBIX MOIIEHHUYSCKUX AeUCTBUMN (IIPOCUTH
OJIOJKWUTH HEHBTH, IEPEBECTH CPe/ICTBA Ha OIaroTBOPUTENBHEIM cOOp U T.1.).

3anomuuTte! Hacrpoiiku iPhone ne g urp!

o HUKOTa He OTIpaBlAliTe CBOM MHTUMHEIE QoTorpaduu ¥ BHIEO
He3HaKOMIIaM U3 HHTEePHETA;

o HE OCTaBIIIliTe B ceTH MHTepHEeT 0 cebe NUYHYI0 HHPOPMAIHIO
¥ HE JENUTECh ¢ HEH ¢ He3HaKOMI[aMU;

. CKpoliTe naHHBIe O cebe B HacTpodkax KOH(QHUAEHIHAIBHOCTH
B COLIMAJIBHBIX CETSIX ¥ MEeCCEHIKepax;

. HEe TIepeXOAUTe MO HEW3BECTHBIM CCHUIKaM, IEPECclaHHBIM BaM

HE3HaKOMEIM YeJIOBEKOM; HE BBOJIUTE Ha IIOCTOPOHHHUX CalTax CBOM JIMYHBIE
aHHbBIE U KOOBI U3 COOOIIEHHUI.

TAKXKE CIUIEAYET IIOMHHUTD, 49ro U3roTOBJIEHHE U
pacmpocTpaHeHne TOpHOTpadUUecKuX MaTepuajoB WIM  IIPEeIMETOB
ropHorpaduIecKoro Xxapakrepa BiIeUeT 3a cob60il npuBJIedYeHne K yroloBHOH
OTBETCTBEHHOCTH 110 CT. 343 VYrojoeHoro kojekca Pecmybnuku benapych
C MpUMEHEHNEM HaKa3aHUs BIUIOTH A0 ABYX JIET JIMIIeHHs CBOOOABI.
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5. BBIMOT'ATEJIBCTBA, CBSI3AHHBIE C YI‘PQ?@Oﬁ
NPUMEHEHHSA HACHUJINWSA, MOCJE IHNOCEIMEHUA CAMTOB
IO OKASAHHIO CEKCYAJIBHBIX YCJIYT

3I0YMBIIIEHHUKA Ha Pa3IMIHEIX cafiTaX 10 OKa3aHUIO CEKCyalbHBIX
YCIYI DPasMEINaloT aHKeTH JeBYyIIeK, B KOTOPHIX 3a4acTyl0 B KadecTBe
KOHTaKTHOTO YKa3bIBAIOT ab0OHEHTCKUM HoMep OeslopyccKoro omeparopa
MOOUILHOH CBSI3H.

[MoTeprieBime, HAXOIACh B IIOUCKaX MOJOOHEBIX YCIyT, 0€3pe3yIbTaTHO
IBITAIOTCS JO3BOHUTHCSA II0 YKAa3aHHOMY B aHKeTe abOHEHTCKOMY HOMEpPY
(TpyOKy HUKTO HE CHAMAET).

B mocnemyromeM, Kak MpaBHIO Ha CJISLYIOIUH NeHb, IOTEpPIEBIINM
IIOCTyIaeT TelieOHHBI 3BOHOK, B XOZ€ KOTOPOro JIMIO ¢ BHIPayKCHHBIM
KaBKAa3CKUM akKI[eHTOM B TIOJioce cooOImaeT, 4To MO IIPUYMHE 3BOHKA
IPOM3O0IIIO «OJIOKAPOBaHUE KACCEl» (MO0 WHBIE NIPUYHMHEI), BBHAY YETO
«IEBYIIKA HE MOTYT paboTaTh». B X0ze 3BOHKA 37I0YMEIIIIEHHUK IIpe/jIaraet
pEIlNTh  BONPOC  (THXO-MHPHO»,  IIOIOMHHWB  OallaHC  «KAacCh»,
TEM CaMBIM €€ pa30JoKHpoBaTk. B NaimpHEHINEM IPOUCKXONUT [aBICHHE
B CTOPOHY JKE€PTBHI ¥ CKJIOHEHHE K IIepeBOLy Bce OOMNBIINX CYyMM IEHEXHBIX
CPEJICTB II0]] PA3IUUHEIMHU HPEIUIOTaMy, B TOM YHCIIE BEICKA3BIBAIOTCS YTPO3EI
’KH3HHU U 3[0POBLIO MOTEPIICBIIETO 00 ero GIM3KUX POJCTBEHHUKOB.

B nmocnemyromemM oOIIeHue MEpeBOOUTCS B MECCEHIDKEp, Kyla
cOpachIBAIOTCS PEKBU3UTEL, HA KOTOPEIE HEOOX0IUMO IIEPEUHCIIUTE AEHEKHbIE
cpecTB (Kak ImpaBmiio, p2p mepeBosl). Tyza jke moTeprepmue cOpackBaioT
3MIEKTPOHHEIE YeKH KaK MOATBEPIKIEHUE O IIePeBOIe AeHEKHEIX CPEZICTB.

B HEKOTOpPHIX CIydasiX Ha 3BOHKM WIA COOOWIEHMs IOTEPIEBIINX
IpH [OCEHIICHHH WHTEpHEeT-CalTOB OTBeYaeT AKOOBI IEBYIIKA |
JIOrOBapUBAETCS O BCTpede, I 9ero TpeOYIoTCs IPENoINIaThl B KayeCTBE
rapaHTHd. B [efCTBUTENBPHOCTH HUKAKOH HEBYIIKH ‘ HE CYIIECTBYeT,
a 3JIOYMBIIUIEHHHKA IIPOCTO HMHTHPYIOT OKeHckui ronoc. Ilocre
COBepIIIeHMs JaHHOX MOIIEHHUYECKOH CXeMBI TakKe CJIeIyIOT 3BOHKHU
IO BHIIICOMUACAHHOMY ITPHHITUILY.

CJIEAYET IMMOMHHTDB! Peximama yciIyr ceKkcyajbHOIO XapaKTepa
B PecmyGmuke Benapych 3ampenieHa. OTkas oT oJ00HOI0 Jocyra He TOIBKO
yOepeKeT Bale 37[0pOBbE, HO U JEHBIH.
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SAK/IIOYEHUE

Hecmotrps nHa cHmxenume B 2025 romy Ha 5,8% KoouyecTBa
COBEpIIIeHHEIX KHOEepIpecTyIICHUH, yBeMnYeHWe (DAKTOB BHIMOTATEIbCTB
B chepe KT nukTyeT akTyaJbHOCTh JAaHHOW IpoOiemMbl. MollleHHIYEeCKHe
CXEMBI 3JIOYMBIIIIEHHUKOB BCEr/a BUIOU3MEHSAIOTCS, OJHAKO, JOBEICHUE
MOIIEHHUYECKUX CXEM Cpelu LEeIeBBIX ayAUuTOpuil rpaxpaH (ydamuecs
U CTYAEHTHI, MX POAUTENH, PaOOTHUKU TPYHOBBEIX KOJUIEKTUBOB M KPYIIHBIX
KOMIIaHU{ U JIp.) IO3BOJIUT ITOBHICUTH WX IU(PPOBYIO TPAMOTHOCTH ¥ TAKUM
o6pazom cripopUIaKTHPOBATH COBEPIIEHNE HOBBIX IIPECTYILICHHUH.

Crapmuwii onepynomHoMoueHHEIH 1o OB/l

T'VIIK KM MB/I Pecry6iuku Bemapych (/ )
IIOAMOJNIKOBHUK MUJIUIIAY ol .C.JIenckuit
02.03.2026 A



